Installing a Unifi Controller on Windows Operating System

The UniFi Controller is a software application from Ubiquiti that allows you to manage your

UniFi network devices from a single interface.

Before beginning the installation, please make sure your Windows machine meets the following

requirements:
+ A compatible version of Windows (Windows 7, 8, 10, or later).

+ Sufficient RAM and storage for smooth operation (at least 2GB of RAM and 20GB of
free disk space).

+ A network connection for downloading the software and managing devices

Step 1 — Download the Unifi Controller Software
Visit the Ubiquiti website (ui.com/download/unifi)

Select the latest version of the Unifi controller that is compatible with Windows.

UniFi Network Controller 6.1.71 for Debian/Ubuntu Linux and UniFi Cloud Key 25Mar 2021 | V6171 Release Notes Download
UniFi Network Controller 6.1.71 for Windows 25Mar 2021 V6171 | Release Notes Download
UniFi Network Controller 6.1.71 for macOS 25Mar 2021 V6171 | Release Notes Download
UniFi Network Controller 6.0.45 for Debian/Ubuntu Linux and UniFi Cloud Key 27Jan2021  V6.0.45  Release Notes Download
UniFi Network Controller 6.0.45 for Windows 27 Jan2021 | V6.0.45  Release Notes Download
UniFi Network Controller 6.0.45 for macOS 27 Jan2021 | V6.0.45  Release Notes Download
UniFi Network Controller 6.0.43 for macOS 28 Dec 2020 | V6.0.43 | Release Notes Download
UniFi Network Controller 6.0.43 for Windows 28 Dec2020 | V6.0.43  Release Notes Download

Figure 1: Select the latest version of the controller on Windows



Download the latest version of the controller

UniFi Network Controller 6.1.71 for Debian/Ubuntu Linux and UniFi Cloud Key 25Mar2021 | V6171 | Release Notes [} Download
UniFi Network Controller 6.1.71 for Windows 25Mar 2021 | V6171 Release Notes [} Download
UniFi Network Controller 6.1.71 for macOS 25Mar 2021 | V6171 Release Notes [} Download
UniFi Network Controller 6.0.45 for Debian/Ubuntu Linux and UniFi Cloud Key 27 Jan 2021 | V6.0.45 Release Notes [J Download
UniFi Network Controller 6.0.45 for Windows 27 Jan 2021 | V6.0.45 Release Notes [} Download
UniFi Network Controller 6.0.45 for macOS 27 Jan2021 | V6.0.45 | Release Notes [Jl Download
UniFi Network Controller 6.0.43 for macOS 28 Dec 2020 | V6.0.43 | Release Notes [) Download
UniFi Network Controller 6.0.43 for Windows 28 Dec 2020 | V6.0.43 | Release Notes [Jl Download

Figure 2: Download the latest version of the controller

Step 2 — Install the Unifi Controller
Run the installer by double-clicking the downloaded installer file to start the installation process.

Follow the installation wizard to guide you through the setup. Accept the license agreement,

choose the installation folder, and configure any necessary settings.
W UniFi Setup = X
Welcome to the UniFi Setup Wizard

This wizard will guide you through the installation of UniFi.
Itis recommended that you dose all other applications

T ¥ before starting Setup. This will make it possible to update
- relevant system files without having to reboot your
A computer,

U B I QU |TI Click Install to start the installation.
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Figure 3: Follow the setup wizard to install the controller



The application will require some Java packages. Please download Java for desktop.

W UniFi Setup —
ﬁ : Installing
UnIFI Please wait while UniFi is being installed.

Output folder: C:\Users\mugam\Ubiquiti UniFi

Sho: W UniFi Setup X

‘ This application requires Java. Click OK to download from
java.com.

Figure 4: Download the Java for desktop package

You will be redirected to the Java website to download Java for Desktop. Click on the provided

link to install this package.

C C 3 https://www.java.com/en/download, 1“;) o o= o
=’Java’  Developer Resources Enterprise Resources Java for Desktop Apps Q search

Download Java

Help Resources This download is for end users who need Java for running applications on desktops or laptops. Java 8 integrates
with your operating system to run separately installed Java applications. If you were asked to install Java to run a

desktop application, it's most likely you need this version.
Why is Java 8

recommended Developers are encouraged to download the latest Java Development Kit from OTN downloads.
What is Java
Enterprise users with access to My Oracle Support or Oracle Software Delivery Cloud should download through
Remove older those services.
versions

Windows FAQ

z;f:’yl Version 8 Update 451
&t Release date: April 15, 2025
her help
Filesize: 38.41 MB

Download Java for Desktops
I I v

Figure 5: Download Java for desktops



Install the Java for desktop setup on the Windows machine.

Java Setup - Welcome = X

Welcome to Java - Updated License Terms

The terms under which this version of the software is licensed have changed.
Updated License Agreement
This version of the Java Runtime is licensed only for your personal (non-commercial) desktop and laptop
use.

Commercial use of this software requires a separate license from Oracle or from your software vendor.
Click Install to accept the license agreement and install Java now or click Remove to uninstall it from your
system.

No personal information is gathered as part of our install process. Details on the information we collect

| Change destination folder | Install | | """ Remove ]

Figure 6: Install the downloaded Java Package

Java Setup - Complete = X

v/ You have successfully installed Java

You will be prompted when Java updates are available. Always install updates to get the latest performance
and security improvements.
More about update settings

Figure 7: Successful installation of the Java package

After installing the Java package, resume with the installation of the Unifi controller by using the

previously downloaded Unifi setup.



w UniFi Setup —

Completing UniFi Setup

UBIQUITI

UniFi has been installed on your computer.

Click Finish to close Setup.

Start UniFi Controller after installation

< Back Cancel

Figure 8: Successful installation of the Unifi controller

Step 3 — Initial Controller Setup

Upon finishing the installation process, launch the Unifi Controller Application for initial setup.

Ubiquiti UniFi Controller

i UniFi Controller UnfiFl

6.1.71

Copyright © 2005-2019 Ubiquiti Networks Inc. All Rights Reserved.

() UniFi Controller (6.1.71) started. Hide

Launch a Browserto Manage the Network

Figure 9: Unifi Controller Launcher



Upon successful application startup, launch the application graphical user interface in a browser

of your choice, by clicking the “Launch a Browser to Manage the Network”.

A new tab in your default your browser will open up with a security risk warning as shown below;

£a Not Secure localhost:8443/manage b

Warning: Potential Security Risk Ahead

Firefox detected a potential security threat and did not continue to localhost. If you visit this site,
attackers could try to steal information like your passwords, emails, or credit card details.

Learn more...

Go Back (Recommended) Ykémcedu.

localhost:8443 uses an invalid security certificate.
The certificate is not trusted because it is self-signed.

Error code: MOZILLA PKIX ERROR_SELF_SIGNED_CERT

View Certificate

Go Back (Recommended) Accept %ﬁsk and Continue

Figure 10: Unifi Application Launch

Choose the “Advanced...” option, then “Accept the Risk and Continue” option

Name Your Controller

Use a simple name to help differentiate your controller when
managing multiple networks.

terms of service

Or restore setup from backup

Figure 11: Unifi Controller Naming



On a new window (shown above), choose an appropriate name for your Unifi Controller and

check the license agreement option, then Click “Next”.

Sign in with your Ubiquiti
Account

Use your Ubiquiti Account ta access your Contraller via the
unifi.uicom service or locally with the same credentials.

Username cannot be empty.

Switch to Advanced Setup

Figure 12: Unifi Controller Sign in Page

To proceed further, you must fill in your Ubiquiti account details. If you do not have an account

yet, use the link below to create one yourself.

https://account.ui.com/register

On successful account creation, use the registered email and the respective password from the

proceeding step to log onto the local Unifi Controller on the computer.

Retrieve the code sent to your email address to complete the two-factor authentication

requlrement.
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Figure 13: Unifi Controller Home Page


https://account.ui.com/register

The home page of the Unifi Controller will launch upon successful authentication as shown in

the screenshot above.

Step 4 — Access Point Adoption

This step involves adopting the Unifi access point into the controller. Connect the AP to the

local Area Network.
Reset the access point if its lighting blue. To do so, use a pin to press down the reset button
located at the back of the AP for a few seconds until the AP reboots.
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Figure 14: Access Point Copper Port and reset button

Obtain the IP address assigned to the AP using the MikroTik switch provided in the Lab. You

can use the command ip arp print in the terminal.

Locate the AP by looking for its MAC address in the ARP table.

wyawan

& Queues
. Files

teg 1)
&7 RADIUS

Tooks | MMM KKK TTTTTTTTTTT KKK
’ MMMM MMMM KKK TTTTTTTTTTT KKK
B New Terminal M MMMM MMM III KKK KKK RRRRRR 000000 TTT III KKK KKK
% Dot1X MMM MM MMM III KKKKK RRR RRR 000 000 TTT III KKKRK
2 MMM MMM TIII KKK KKK RRRRRR 000 000 TIT III KKK KKK
". Partition MM MMM III KKK KKK RRR RRR 000000 T III KKK KKK
] Make Supoutrif | ;) oniy Routeros 6.49.11 (c) 1999-2023 http://www.mikrotik.com/
@ New WinBox
‘ Exit [21 Gives the list of available commands

command [?] Gives help on the command and list of arguments

B Windows | |[Tab] Completes the command/word. If the input is ambiguous,

a second [Tab] gives possible options

/ Move up to base levelo
v Move up one level
/ command Use command at the <e level o

isabled, I - invalid, H - DHCP, D - dynamic, - published, C - complete

0 DC 196.43.159.1 0C:81:26:56:DB:C0 etherl
1 DC 192.168.1.254 F4:E2:C6:1C:47:3E bridge-LAN
[admin@Group-1] >

Figure 15: Finding the IP address of the AP in the ARP table



Open the terminal on your PC and log into the switch using the following command. ssh

ubnt@y.y.y.y, where y.y.y.y is the IP address assigned to the AP.

Use ubnt as the default login password

PS C:\Users\mugam> ssh ubnt@192.168.1.254
ubnt@192.168.1.254's password:

Figure 16: Logging into the AP using the assigned IP address

PS C:\Users\mugam> ssh ubnt@192.168.1.254
ubnt@192.168.1.254's password:

BusyBox v1.25.1 () built-in shell (ash)

(c) 2010-2023
Ubiquiti Inc.

https://www.ui.com
Welcome to UniFi UAP-AC-LR!
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* By logging in to, accessing, or using any Ubiquiti product, you are

* signifying that you have read our Terms of Service (ToS) and End User
* License Agreement (EULA), understand their terms, and agree to be

* fully bound to them. The use of SSH (Secure Shell) can potentially

* harm Ubiquiti devices and result in lost access to them and their data.
* By proceeding, you acknowledge that the use of SSH to modify device(s)
* outside of their normal operational scope, or in any manner

* inconsistent with the ToS or EULA, will permanently and irrevocably

*

void any applicable warranty.
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UAP-AC-LR-BZ.6.6.77#

Figure 17:AP terminal after logging in

In the AP terminal, type the command info to check the adoption status.

UAP-AC-LR-BZ.6.6.77# info

Model: UAP-AC-LR
Version: 6.6.77.15402
MAC Address: fid:e2:c6:1c:47:3e
IP Address: 192.168.1.254
Hostname: UAP-AC-LR
3427 seconds
Synchronized

Unable to resolve (http://unifi:8080/inform)
UAP-AC-LR-BZ.6.6.77#

Figure 18: AP adoption status showing that the AP is not yet adopted



The AP is not adopted in the controller. Let us use the following command to send a request to

the controller.

set-inform http://x.x.x.x:8080/inform

where x.x.x.x is the IP address of the controller. After executing this command, check the

adoption status by typing the command info.

UAP-AC-LR-BZ.6.6.77# set-inform http://137.63.148.83:8080/inform

Adoption request sent to 'http://137.63.148.83:8080/inform'. Use UniFi Network to complete the adopt

UAP-AC-LR-BZ.6.6.77# info

Model: UAP-AC-LR
Version: 6.6.77.15402

MAC Address: fid:e2:c6:1c:47:3e
IP Address: 192.168.1.254
Hostname: UAP-AC-LR

Uptime: 186 seconds

NTP: Synchronized

Status: Not Adopted (http://137.63.148.83:8080/inform)
UAP-AC-LR-BZ.6.6.77#

Figure 19: Adoption request sent to the controller
At this point, the adoption request has been sent to the controller. Proceed to the controller to

complete the adoption.

&« »  C © Notsecure hitps://137.63.148.83:8443/manage/default/devices w

All (1)

Name Application Status IP Address Uplink Parent Device Ch. 2.4 GHz Ch.5GlI

ACLR Network Click to Adopt 192.168.1.254

Figure 20: Complete the AP Adoption in the controller

S e (6] © Notsecure hitps)//137.63.148.83:84

/manage/c

Type Name Application Status IP Address Uplink Parent Device Ch. 2.4 GHz Ch. 5 GHz

ACLR Network Up to date 192.168.1.254 GbE

Figure 21: AP status after completing the adoption process


http://x.x.x.x:8080/inform

After the AP has been adopted, proceed to create a wireless network. Assign an SSID of your

choice, e.g, Groupl. Assign a password of your choice to the wireless network.
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Figure 22: Creating a wireless network
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