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Step 1

Connect etherl of the Mikrotik hEX BDR to a free port of the RENU CPE.
Download winbox application from the Mikrotik Website on link below
https://download.mikrotik.com/routeros/winbox/3.41 /winbox64.exe

https://download.mikrotik.com/routeros /winbox/3.41 /winbox.exe


https://download.mikrotik.com/routeros/winbox/3.41/winbox64.exe
https://download.mikrotik.com/routeros/winbox/3.41/winbox.exe

Connect your PC to the MikroTik BDR and open the Winbox app

@ WinBox (64bit) v3.41 (Addresses)

File Tools

Connect To: ‘D4;0‘\:CS:31 48:6F

Login: ‘admm —

Password: ‘ PP @

Managed Neighbors %‘@

MAC Address / ‘\P Address ‘Identity ‘Ve[swon ‘Boald

Uptime

D4:01:C3:31:48:6F 0000 MikroTik 64911 (s.. RB760IGS

Login to the MikroTik BDR with the password at the back of the router

hEX §

ID; RBT6R1GS
E01: Dd: 01: C3: 31: 48: 6E

E06: D4: 1: (3:31:48: 73 )
User: admin : E
==

Password: C3QDM37COR

This device complies with Part 15 of the FCC Rules.
Operation is subject o the following two conditions:
1) this device may no! cause harmfUl Interference,
and 2) this device must accep! any interference
recelved, including inferference that may cause
undesired operation.

Mikrotikls SIA, Unijas iela 2,

Rigas, Latvia, {vie

MHIC EFCEE

Remove the default configuration upon login

RouterOS Default Configuration

The following default configuration has besn installed on your router: ~

Welcome to Router0S!
1) Set a strong router password in the System > Users menu

Pl 2) Upgrade the coftware in the System > Packages menu

3) Enable firewall om untrusted networks

Routeriods: —
]z * WAN port is protected by firewall and enabled DHCP client et (f
* Ethernet interfaces (except WAN portss) are part of LAN bridge |
| [LaN Configuration:

IP address 192.168.88.1-24 is set on bridge (LAN port)
DHCP Server: enabled:

| DNS: enabled:

| |wEN (gateway) Configuration:

gateway: etherl ;

ip4 firewall: enabled:

iph firewall: enabled:

MAT: enabled;
1 DHCP Client: enabled:
| |Login

admin user protected by password

sed to add
iguration

Vou can click on "Show Seript" to see the exact commands that are
and remove this default configuration.To remove this default o
click on "Remove Configuration" or click on "OE" to continue

NOTE: If you are connected using the above IP and you repéve it. you will be
disconnected.

Remove Configuration ” Show Script... H OK ‘)7

00:04:13



Step 2

Configure the login password for the router, in the format Group@X; where X is group number

System>Password

Step 3

Change Password

Old Password:
g banos

New Password:

Confirm Password:

Password

Change the system name for the router to Group-X-BDR; where X is group-number

System>Identity

Identity

Identity: | Group-1-BDR

OK

Cancel

Apply

Service Configurations — IP Summary

Group P2P Address Default Private Space | Public Space
Number Gateway
1 137.63.239.66/28 | 137.63.239.65 192.168.1.0/24 | 102.34.21.0/29
2 137.63.239.67/28 | 137.63.239.65 192.168.2.0/24 | 102.34.21.8/29
3 137.63.239.68/28 | 137.63.239.65 192.168.3.0/24 | 102.34.21.16/29
4 137.63.239.69/28 | 137.63.239.65 192.168.4.0/24 | 102.34.21.24/29
5 137.63.239.70/28 | 137.63.239.65 192.168.5.0/24 | 102.34.21.32/29
6 137.63.239.71/28 | 137.63.239.65 192.168.6.0/24 | 102.34.21.40/29
7 137.63.239.72/28 | 137.63.239.65 192.168.7.0/24 | 102.34.21.48/29
8 137.63.239.73/28 | 137.63.239.65 192.168.8.0/24 | 102.34.21.56/29




P2P Communication to the Internet Service Provider

Step 4

Configure a P2P IP on etherl to the ISP CPE in the form 137.63.239.6x/28 as shown below.

%) 01| | SafeMode | Session|D401.C33148.71

/' Quick Set
L CAPSMAN
. Intertaces
T Wireless
74 Bridge
& PR
4 Switch
3 Mesh
5 e I ARP =T
MPLS. I Account
'% IPve ¥ Maress:sg #]=][~]=][=][7] [Fird ]
2 Routing ™ | Cloud Address | Network Interface - - o ———
2 Syziom S 1921681124 192.168.1.0 bridge-LAN B —
& auewes BT Address: |137.63.230 66128 oK
B Fies DHCP Server s Cancel
& Log DNS Interface: |etherl . Apply
&7 RADIUS Firewall Disable
2. Tods | Hotspat L
B New Terminal IPsec
% Dot1x Kid Contral 00
#2 Partiton Neighbars Remave
&) Make Supoutrif  Packing enabied
@ New WinBox Paal
B e Routes
SMB
B Windows | SNMP Lz
SSH

Verify that you can “Ping” the CPE

Open the Terminal of the MikroTik Router and ping the IP of the CPE (137.63.239.65)

ping 137.63.239.65

. admin@D4:01:C3:31:48:71 (Group-1-BDR) - WinBox (64bit) v6.49.11 on hEX S (mmips)
Session  Settings Dashboard

Termminal <1>
MikroTik Router0S 6€.49.11 (c) 1939-2023 http://www.mikrotik.com/

Gives the list of available commands
Gives help on the command and list of arguments

Completes the command/word. If the input is ambiguous,
2 second [Tabl gives possible options

Move up to base level

. Move up one level
Use ccmmand at the base 1222‘1_’4
[admin@Group-1-BDR] > ping 137.63.239.65
SEQ HOST SIZE TTL TIME STATUS
137.63.239.65 56 €4 Oms
137.63.239.65
137.63.239.65
137.63.239.65
137.63.239.65
137.63.239.65
sent=6 received=6€ packet-loss=0% min-rtt=0ms avg-rtt=Oms max-rtt=0Oms

[admin@Group-1-8DR] > []




ping 1.1.1.1

[2dmin@Group-1-BDR] > ping 1.1.1.1

SEQ HOST SIZE TTL TIME STATUS
0 no route to host
1 no route to host

sent=2 received=0 packet-loss=100%

Step 5: Configure Static Routing to your ISP
Configure a default route to the IP of the CPE (137.63.239.65)

IP>Routes>

2dmin@D4.01:C3:3148:71 (Group-1-BDR) - WinBox (64bit) v6.49.11 on hEX S (maips) - 8 x
Session Settings  Dashboard
%[ | SateMode | Sesson D401C3314871

Distance  Rouling Mark  Pret, Source |
[ 1376323066

Dst Gateway
b 1376323064/ elher reachable

[
3 mes I Accanting P 1821681024 bidge LAN reachable [ 10210811
& pe [ Adaosses
o Routing [ Cious
i System [ DHCP Gleal
B Queyes DHCP Ratzy
I Fies. DHCP Server —
[l Log DiS == Y
&7 RADWS Frowal
X Tooks I Holspal Dst Adoress: (00000 | ooncal
B NowTaming  IPsac Gataway. [137.63.230.65 q——o s Apply
@ Datix 164 ol S ——
P Nenpines Check Gateway v | [ s
Type: |urecast s Comment
B Make Supoulnt  Packing L
© NewWnBex  Pool Distance - v
B o aion socpm 0 Romom
sMB
W wndows | SN te
= Fiouting Mark -
—— Pref. Souc -
Sattings

Verify that the Route is reachable

Route List

Routes ‘Nexthops Rules VRF

LI SIEAEEN ]

|Dst. Address / ‘Gateway Distance  |Routing Mark |Pref. Source |v
AS p 0.0.0.0/0 137.63.239.65 reachable etherl 1
DAC p 137.63.239 64/ . ether1 reachable 0 137.63.239.66
DAC P 192.168.1.0/24 bridge-LAN reachable 0 192.168.1.1

3items

ping 1.1.1.1



MMM MMM KKK TTTTTTTTTTT KEEK

MMMM MMMM KEK TTTTTTTTTTT KEK
MMM MMMM MMM III KKK KKK ERRERRRR Q00000 TTT IIT EKEEKE EEK
MMM MM O MMM III EEEKEE ERE RER 000 QOO TTT IIT FKEEEK
MMM MMM  III EEK EKEK RREERR 000 Q00 TTT IIT FKEE KEEK
MMM MMM  III EEKK KKK ERR RER 000000 TTT IIT EKEEK EEK
MikroTik RouterOs €.49.11 (c) 1999-2023 http://www.mikrotik.com/

Rl Gives the list of available commands

pmmand [?] Gives help on the command and list of arguments

Cab] Completes the command/word. If the input is ambiguous,

a second [Tab] gives possible options

Move up to base level
- Move up one level
command Use command at the base level

Edmin@Group-1-BDR] > ping 1.1.1.1

SEQ HOST SIZE TTL TIME STATUS
01.1.1.1 5¢ 52 19ms
11.1.1.1 5¢ 52 19ms
2 1.1.1.1 5¢ 52 19ms
3 1.1.1.1 5¢ 52 19ms
4 1.1.1.1 5¢ 52 19ms

Step 6: Create a bridge and name it “bridgeLAN” and add the necessary ports

Create a bridge for the LAN

@ 2dmin@D4:01:C3:31:48:6F (Group-1-BDR) - WinBox (64bit) v6.49.11 on hEX § (mmips) o X
Session Settings Dashboard
o [« | safeMode  Session|D401C331486F ]
7' Quick Set
T CAPsMAN
" Interfaces.

General | STP VLAN Status Traffic [ ok -

Brdge Aforts  Port Extensions  VLANs MSTIs  Port MST Ovemides  Filters NAT Hosts MDB Name:  bridgeL AN Cancel

o [ ][] 7 o] - 0

2 Routing Name 'y L2M1u [1x Rx £ TxPacel (ps) |FPRxF™
- [Type MIU: - [ ooao | ®s) |

Actual MTU: Comment

|

B Fies L2 MTU: | o
|
J

@
=
5

MAC Addrass. Remove

Torch

27 RADIUS ARP: enabled 5
X Tods | ARPTmeOW =
B Now Terminal Admin. MAC Address:

Ageing Time: 00:05:00

4

4] Make Supout i " 1GMP Snooping
|| DHCP Snooping

o 'v| Fast Forward D
L uET " ||0ftems out of 6 enabled | running

Add four ports to the bridge i.e. ether2, ether3, ether4, ether5




@ admin@D4:01:C3:31:48:6F (Group-1-BDR) - WinBox (64bit) v6.49.11 on hEX S (mmips)
Dashboard

Session  Settings

Mm SafeMode | Session: D4:01-C3:31:48:6F

/ CQuick Set
CAPsMAN
Interfaces
Wireless
Bridge
PPP
Switch
Mesh

P

MPLS
IPv6
Routing
System

¥ | v == =

Queues

Files

Log

&7 RADIUS

. Tools N
=
<>

mIPP R ECHESHE XD TH

New Terminal
Dot1X

#2 Partition

-m Make Supout nif
© New WinBox

B et

E Windows [3

Bridge Ports ‘PudEx‘tensions VLANs MSTIs PortMST Overrides Filters NAT Hosts MDB

EEEk

72

\lnterlace

Biidge

Horizon [Trusted |Priority (hex) Path Cost |R@

|Root Patt

0items

B m] E3
General |STP VLAN Status ok
Interface: |ether2 |+ | Cancel
_lall contains all interfaces

HIigE dynamic contains dynamic interface: Apply

etherl
ether2
ether3
etfierd
ethers
none
sfpl
static

Horizon:

Leam:

contains no interfaces

contains static interfaces

Copy

Remove

[ Trusted

|v| Hardware Offioad

Multicast Router: ‘ Temporary Query
|| Fast Leave

enabled ‘ inactive

Step 7: Configure the Private IP Subnet for the LAN (192.168.x.0/24)

Configure your LAN gateway (192.168.x.1/24) on the bridgeLAN interface. Where x is the group

numbet.

IP>address>



. admin@D4:01:C3:31:48:71 (Group-1-BDR) - WinBox (64bit) v6.49.11 on hEX S (mmips) = =)
Session  Settings Dashboard

|| safeMode | Session D401C3314871

Step 8: Configure DHCP for Dynamic allocation of the Private IPs

» Create an IP pool and name it Group-x-pool

» Configure the IPs you want given out by DHCP reserving the first 10 IP addresses

© admin@D4:01:C3:31:48:6F (Group-1-BDR) - WinBox (64bit) v6.49.11 on hEX S (mmips) - a X
Session Settings Dashboard

SafeMode | Session: D40 6F ]

ARP

N |Group-1-pool
lame: | Group-
Cloud

DHCP Client 192.168.1.10-192.168.1 254
DHCP Relay NextPook none |3

DHCP Server

B New Terminal
< Dot1x

03 Partition

3 Make Supoutrif

» Create a DHCP setver and name it Group-x-server
» Select the IP pool the server will use it assign IPs and select the bridgeLAN interface for
DHCP.




o admin@D4:01:C3:31:48:6F (Group-1-BDR) - WinBox (64bit) v6.49.11 on hEX S (mmips)

Session  Settings Dashboard

0] cx | | satemode | session D401.C331-486F

/ Quick Set

T CAPSMAN
W |nterfaces

New DHCP Server
Generic |Qusuas ‘ Sciipt
PNetworks Leases Options Option Sets Vendor Classes  Alerts T

ARP
[# ] [ [ ][7] [ orop coni [ oHee Sotup | [Find__] Interface: | bridgeLAN X

Accounting

P ‘Name ! ‘Interlace |Relay ‘Lease Time |V Relay: I:l v‘
 Routing Cloud LeaseTime: (001000 |
- System DHCP Client v BoolpLease Time: [forever | %]
B queues DHCP Relay Address Pool: | Group-1-pool 5

DLICESSv DHCPOptionset| v

DNS

&7 RADIUS Firewal Src.Addess| |
# Tods Hosp e —

B New Terminal IPsec

% Dot1x Kid Control tative: |yes [+]
03 Partition Neighbors Bootp Support [static | ¥
Make Supoutrif  Packing ClentMACLmit| |+
© NewwinBox Pool UseRADIUS 0 |3

B it Routes s Broadcast
sMB L) Abiays Broadcas

N [/ Add ARP For Leases
SSH Use Framed As Classless
Services

E windows

» Configure the Private Network under DHCP (192.168.x.0/24), assign it a gateway
(192.168.x.1) and also configure DNS addresses (102.34.160.44, 196.43.185.73)

© 2dmin@D4:01:C3:31:48:6F (Group-1-BOR) - WinBox (64bit) v6.49.11 on hEX S (mmips) - a X
Session  Settings Dashboard

etwliks Leases Options Option Sets VendorClasses Alerts Ackboss: 1921681 028 4 Y
|[=][¥] [Find Gateway | 192.168.1.1 - —
[Gatonay Netmask: |24 - Apey
No DNS ™ Comment |
DNS Servers: | 196.43.185.73 4—’_0 ] =
110234160 44 4———0
Domain: -
&7 RADIUS WINS Servers ¥
# Tools I Hotspot Lt ioss -
B New Terminal IPsec CAPS Managers: &
4 Dotix Kid Control Nex Server: -
#3 Partiton Neighbors -
Make Supout il Packing e
© NewwinBax Pool -
B et Routes
SMB

B windows [ SNMP

» Confirm that your computer is obtaining IP addresses dynamically according to the
DHCP configuration.
» Open the terminal on your computer (Windows + R); type (cmd) and press enter.

» On the terminal, type ipconfig /all

ipconfig /all



PS C:\Users\mugam> ipconfig /all

W

dows IP Configuration

Host Name c

Primary Dns Suf{lx

Node Type .

IP Routing Enabled
WINS Proxy Enabled.

DNS Suffix Search List.

Ethernet adapter Ethernet 5:

Connection— speci%ic DNS Suffix
Description
Physical Address

DHCP Enabled.
Autoconfiguration Enabled
Link-local IPv6 Address
IPvd Address.

Subnet Mask

Lease Obtained.

Lease Expires

Default Gateway

DHCP Server

DHCPve IAID

DHCPv6 Client DU

DNS Servers

NetBIOS over Tcpip.

RENU-NO-MUGAMBE

renu.ac.ug
net.renu.ac.ug

renu.ac.ug

Realtek USB GbE Family Controller
AC-91-A1-8E-F3-D9

Yes

Yes

feB80: :4a3e:abf7:3afe:al2f%8(Preferred)
192.168.1.253(Preferred)

255.255.255.0

Wednesday, 30 April 2025 09:41:41
Wednesday, 30 April 2025 17:41:40
192.168.1.1

192.168.1.1

9304056353
00-01-60-01-2F-93-9B-83-F8-DU-15-B2-79-EC
feB80: :4a3e:abf7:3afe:al2+%8

127.7.7.5

Enabled

Connection—-specific DNS Su#le Search List

renu.ac.ug
net.renu.ac.ug

Step 9: Configure NAT for the Private IPs (192.168.x.0/24) to the public IPs
(102.34.21.x/29).

© admin@D4:01:C3:31:48:6F (MikroTik) - WinBox (64bit) v6.49.11 on hEX S (mmips)

Session Settings Dashboard

||« | SafeMade
7 Quick Set
" CAPSMAN
" intertaces
T Wirsless
3 Bidge
& PPP
“¥ Switch
3 Mesh
= P
MPLS
£ IPve
2 Routing
System
& Queves
B Fies
Log
&7 RADIUS
/. Tools
B New Teminal
@ Dol1X
#3 Partition
%] Make Supout rif
Q@ NewWwinBox

Ext

H Windows

Session: D4:01.C331:48.6F

o

Firewall

ARP Fiter Rules NAT Mangle Raw SenicePorts Conneclions Address Lists Layer7 Protocols

Accounting +* T
Addresses f Action Chain
Cloud
DHCP Clent
DHCP Relay

DHCP Server _@'
DNS

Firewal /
Holspot
IPsac

Kad Control
Neighbors
Packing
Paol -

Routes Oitems

o Reset All Counters all +*

Sic Address |Dst Address Proto. Src Port

M sronat
Sic 1921681024 &

ey Dst. Address -

In. Inter. ¥

Protocot -

In. Interface

Out. Interface: [ | |etherl

In. Interface List

Out. Interface List

Packet Mark

Cannection Mark

SMB
SNMP
SSH
Senices

Settings

Socks

Routing Mark

Routing Table:

enabled

=6 General Advanced Extra Action 5|an.y' oK
.

Cancal
Apply
Disable
Comment
Copy

Remove

Reset Counters

Reset All Countars




New NAT Rule

General

To Addresses: | 102.34 20.0/29 .

Log Prefix: |

Advanced Extra

To Ports: |

Action | Statistics

Action: |src—nat 4.__—“-

| |Log

Reset Counters

Reset All Counters

Confirm that the NAT rule is working by issuing ping 1.1.1.1 source-address 192.168.x.1

ping 1.1.1.1 source-address 192.168.x.1

WO

[admin@MikroTik]
[admin@MikroTik]

2dmin@MikroTik]

1.
1.
1
1

1.

1
1.
1
1

el e

[admin@MikreoTik]
SEQ HOST
1.

el

VIV ¥V

ping 1.1.1.1 src-address=192.168
SIZE

56

56

56

56

56

1.1

TTL
52
52
52
52
52

TIME
63ms
€2ms
62ms
62ms
62ms

STATUS

|

» After verifying that you can reach the internet from the router, its time to confirm
that you can reach the internet from your laptop.
» Issue the following commands on your computer terminal

ping 8.8.8.8

ping google.com

nslookup google.com

» Open any browser on you computer and perform the following speed tests

https://pfs-raxio.renu.ac.ug/speedtest/



https://pfs-raxio.renu.ac.ug/speedtest/

fast.com
speedtest.net

https://speed.cloudflare.com

» Also download PingPlotter from the utl below

https://www.pingplotter.com/download

Step 10: Connecting Network equipment to the network

» Congratulations for reaching this far and configuting your own router to connect you
to the global network

» Now connect the provided access point, and confirm that it is picking an IP

» Confirm you can ping the AP’s IP both on the routet’s terminal and on your
computer’s terminal.

» Repeat the procedure with any other peripherals available like printers, VoIP phones

if any, cameras etc

Step 11: Questions from Participants and Troubleshooting Tips

YV V. V V V V

Loose cables

Not picking an IP

DNS not resolving??

Can ping but can’t browse
AP not picking an IP

Any other issues from the Participants


https://speed.cloudflare.com/
https://www.pingplotter.com/download/

