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Troubleshooting 

Basics

Outline

● Troubleshooting steps

● Utilities

● Tools
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Network Troubleshooting

● Networks always break !!!

● Troubleshooting should be hierarchical, OSI model?

● Standard troubleshooting procedures
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Common Network Problems

● Loss of Internet connectivity

● Slow internet connection

● Unreachable parts of the network

● Unreachable servers/resources

● High packet loss

● Unable to send/receive mail
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Troubleshooting with the OSI Model
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Troubleshooting steps

Step 1: Identify the problem.

Step 2: Establish a theory of probable cause.

Step 3: Test the theory to determine the cause (OSI model).

Step 4: Establish a plan of action to resolve the problem and implement 

the solution.

Step 5: Verify full system functionality and, if applicable, implement 

preventive measures.

Step 6: Document findings, actions, and outcomes.
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Layer 1

● Power issues

● Access links 
○ Copper cable, wireless network

○ Understand cabling specifications

● Last mile connection
○ Fiber, wireless

○ Transmission issues

● Tools 
○ Network analyzer

○ Cable tester
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Layer 2

● Problems at Layer 2
○ Corrupted packet flooding

○ Flooding from MAC Misconfigurations

● Tools - wireshark
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Layer 3

● IP Address related problems
○ wrong default gateways, subnet masks

○ Interface statistics

○ Services (DHCP, DNS)

● Routing problems
○ Routes to nowhere.

● Slow network

● Inability to reach certain network resources

● Tools & utilities
○ ping, traceroute, ipconfig, ifconfig, mtr, PingPlotter, pathping
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Ping command

Utility used to test the reachability of a host on an Internet 

Protocol (IP) network.

● Uses ICMP

● IPv4 or IPv6 hosts
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traceroute command

Traceroute is a command line utility that shows the path 

taken by a packet to a destination server.

● Uses ICMP, but can use TCP

● Used on several platforms
○ Traceroute Linux, MacOS

○ tracert - Windows

● Other forms and tools
○ mtr

○ pathping
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PingPlotter examples
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PingPlotter examples
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PingPlotter examples

High RTT at the first hop, 

Packet loss at the LAN
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ARP - Address Resolution Protocol

Procedure that connects a dynamic 

Internet Protocol (IP) address to a fixed 

physical machine address, also known as 

a media access control (MAC) address, in 

a local-area network (LAN).

Who is this?

• https://macvendors.com/

• https://dnschecker.org/mac-lookup.php
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ipconfig or ifconfig
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ipconfig or ifconfig

● 169.254.0.0/16

Automatic Private IP 

Addressing (APIPA)

● DHCP unreachable
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Bandwidth Utilisation - cacti

● Determine trends

● Utilisation vs performance
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Bandwidth Utilisation - cacti

Compromised server
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Bandwidth Utilisation - cacti

When do you do backups?
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Testing Inter-RENU Traffic

● https://pfs-raxio.renu.ac.ug/speedtest/

● https://pfs-mujhu.renu.ac.ug/speedtest/

https://pfs-raxio.renu.ac.ug/speedtest/
https://pfs-raxio.renu.ac.ug/speedtest/
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Summary

● Know your network

● Monitor network/user performance

● User sensitisation

● Network / wireless authentication

● Wireless coverage

● Password policies

● Budgetary consideration
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Q & A
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THE END
Thank you for your time


