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The Security Process…

● Prepare for future problems

○ Hackers, Viruses, Ransomware

● What is at risk

○ Student data, finances, Email systems, IoTs

● Efforts to mitigate the risk

○ Strong passwords, 2FA, Biometric Authn

● Monitor for breaches and IoCs

○ Windows Defender, Windows Firewall

● Have a response plan

○ Containment, Backups, User training

● Restore operations after an incident
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Policy Framework

● Why Policy is important?
○ Permissible, Disallowed activities

○ Specify how you want people to behave

● Enforcement of the policy

○ Firewalls, Application filtering

○ Link to your disciplinary procedure

○ Monitor network activity

○ Consequences

● Google “School AUP” for templates
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Cyber Threats

Phishing
Ransomware

DDoS

Insider ThreatMalware
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Cyber Threats: How we are hacked…
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Behavior of a Compromised Machine…

● Outbound connections to CnCs

● Attack other machines on the LAN

● Start spewing Spam

● Anti-virus alerts

● Slow speeds

● Pop-ups or Ads
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Virus Protection

● Spread through user actions
○ Poor browsing habits

○ Opening email attachments

○ Clicking “OK” or “Install” when you shouldn’t

○ Clicking malicious links

● A firewall is not “enough”

● Keep all systems updated

● Free windows protection
○ Windows 10: Windows Defender

○ Windows 8.1: Windows Defender

○ Windows 8: Update to Windows 8.1

○ Windows 7: Disabled security essentials 

and install virus protection

○ Windows XP: Throw them out

Users’ machines don’t get infections without the user’s help
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Countermeasures…

● Get rid of obsolete operating 

systems

● Use built-in security features

○ Don’t turn off built-in firewalls

● Network-based containment

● User education
○ Human firewalls

○ No quick fix

● Keep all systems updated

● Traffic Filtering
○ Outbound ports to block: 

■ 25/TCP – Unauthenticated SMTP

■ 123/UDP - NTP 

■ 135-139/TCP & UDP – NetBIOS

■ 389/UDP - cLDAP
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Web Security

Outline

● Privacy

● Web Safety

● QnA + Discussion
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Privacy on the Internet
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Web Safety
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Follow these web safety rules!!!

DO
● Use HTTPS sites

● Use a trusted VPN

● Use password managers

● Use STRONG passwords

● Setup MFA if possible

● Update your browser & extensions 

regularly to stable versions

● Use different browsers

● Update & enable trusted FW + AV

DON'T
● Save passwords in browsers

● Click links carelessly

● Share too much information 

online

● Download and install untrusted

apps

● Ignore software updates

● *Share any passwords
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QnA + Discussion

Write to cert@renu.ac.ug

For anything cybersecurity-related

SECURITY IS EVERYONE'S RESPONSIBILITY

mailto:cert@renu.ac.ug

