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Theme: Incident Response

Session Topic: Basics of Incident Response
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A Case Scenario
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Arrival! ‘
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Having a watchful eye!
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Analysis
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Handling the situation
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Looking forward
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Incident Response at Home
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Incident Response in Cyberspace
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Incident Response
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Incident Response
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THE HUMAN LAYER
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PERIMETER SECURITY
NETWORK SECURITY

ENDPOINT SECURITY

THE 7 LAYERS OF CYBERSECURITY !

DATA SECURITY
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Incident Response
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Incident Response
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Incident Response
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Incident Response

® [.nux ® \Windows

o fail2ban, lynis, clamav, o Sysmon,
rkhunter, sendmail

o Built-in tools:

o Built-in tools: grep, less, eventvwr.msc, taskmgr.exe,
top, Isof, ps,find, ss, netstat, schtasks, netstat, regedit,
arp, crontab, awk wmic, tasklist, netsh, net
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® [.inux

o Checking for malware entry-point in a website:

B grep -RniE 'system\ (|exec\ (|decode\ (' /var/www

<?php
$000__00_00 urldecode("%6f%41%2d%62%4e%6e%4b%37%4C%35%5 f%4a%55%74%52%7 8%49%59%2b%57%43%61%39%33%56%6b%30%7 7%4d%31%4 f%
65%53%44%64%42%32%6a%2 F%6C%73%58%66%7 1%70%68%6d%2a%54%4 7%7 6%51%48%7 2%50%7 9%63%5C%34%7 a%7 5%46%36%69%5a%67%38%45" ) ; $
00_00_00_0 $000__00_00[44] $000__00_00[53] $000__00_00[31] $000__00_00[65] $000__00_00[10] $000__00_00[53] $
$000__00_00I[ $000__00_00[56] $000__00_00[31] $000__00_00[10] $
3 $000__00_00[3 y A 3] $000__00_00[21] $000__00_00[
] $00@__00_00[13] $000__00_00[53] $000__00_00[31] $000__00_0O 11 $
__00_| ] $000__00_00[10] $000__00_00[40] $000__00_00[0] $000__00_00[56] $000__00_00[ $000__00_00[31] $
000__00_00[13] $000__00_00[10] $000__00_00[56] $000__00_00[39] $000__00_00[63] $000__00_00 ] $00@__00_00([5] $
000__00_00[13];$000__00_00 $000__00_00[42] $000__00_00[13] $000__00_00([53] $000__00_00[31] $000__00_00[21] $
__00_| ] $000__00_00[12] $000__00_00[65] $000__00_00[31] $000__00_00[13] $000__00_00[10] $000__00_00[46] $
000__00_00[31] $000__00_00[13] $000__00_00[21] $000__0 0[10] $000__00_00[34] $000__00_00[21] $000__00_00[13] $
000__00_00[21];$00000_0__0 $000__00_00 13] $000__00_00I[ $000__00_00([

7>
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Incident Response

® J.inux

ek
Containment .

Eradication Detection &
& Recovery Analysis

o Checking failed authentication logs:

|

I n
L1BE. 1,245

am_unixe
User=tecmn

aM_LIF
L=

'Failed password' auth.log | tail

auth. log
d:auth): authentication ; logname= uid=0 euid=0
ord for root from 192.168.1.3 port 3
~d for root from port
~d for root from 1° ~t
0 euid=0 tty=szsh
; logname= uid=0 euid=0

IﬁFd for tecmint from 192.168.1.3 por
drauth): authentication
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® [.inux
o Checking cronjobs:
B crontab -1

root@hax-ubuntu-mumb: /# crontab -1
* * x * » [tmp/malicious.sh
root@hax-ubuntu-mumb: /# grep -r "/tmp/" Jetc/cron* /var/spool/c

ron/crontabs

malicious.sh
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® \Windows

&' Registry Editor
File Edit ‘iew Fawortes Help
O reg ed |t - . Intemet Settings ﬂ Mame | Type | Data
= MetCache ab|[Defaul] REG_SZ  [value not set]
. - | Policies ab|palware  FREG_S5Z2 malware. exe
[ | Detectlng - BRADAR
1 - .J
malware 1in B -Dme
reglistr #- || Screenzavers w7
. J S T b | 2]
eys |Enmputer'\H K.EY_CURREMT_USERSaftwaresticrozaftywindowzh\Currenty erzionBun o
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® Task Scheduler

File Action View Help

® Windows = zm B

() Task Scheduler (Local)

o " Name Status  Triggers Next *
© @ Task Scheduler Library — . ) o

o S C h taS kS J—i* OneDrive Re.. Ready At 8:55 AM on 4/18/2025 - After triggered, repeat every 1.00:00:00 indefinitely. 4/24,

(5 OneDrive Re.. Ready At 6:08 AM on 4/18/2025 - After triggered, repeat every 1.00:00:00 indefinitely. 4/24,

(% OneDrive Sta... Ready At 7:00 AM on 5/1/1992 - After triggered, repeat every 1.00:00:00 indefinitely. 424,

. (5 OneDrive Sta.. Ready At 5:00 AM on 5/1/1992 - After triggered, repeat every 1.00:00:00 indefinitely. 4/24,

B Detectin g (% OneDrive Sta.. Ready At log on of DESKTOP-TEST\LogstailSign
' ' (B OneDrive Sta.. Ready At log on of DESKTOP-TEST\TestUser
ma l 1Clous |® Updater Ready At 4:50 AM on 4/24/2025 - After triggered, repeat every 10 minutes indefinitely. 4724, ,
scheduled : g

General Triggers | Actions | Conditions Settings History (disabled
tasks qqg q ry (i )

When you create a task, you must specify the action that will occur when your task starts. To change these
actions, open the task property pages using the Properties command.

Action Details
Start a program cmd.exe /c C\Users\Public\payload bat
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ile Options WView
‘rocesses Performance App history Startup Users Details Services

G 4% 78% 1% 0%

. \ & / lndOWS Jame Status CPU Memory Disk Metwork
> ) Adobe Acrobat Update Service (... 0% 0.1 MB 0 MB/s 0Mbps *

> & Advanced SystemCare Service (... 0% 2.9 MB 0 MB/s 0 Mbps

o taskm gr.exe @ Advanced SystemCare Tray (32 .. 0%  O01MB  OMB/s  OMbps

» [W] Antimalware Service Executable 04%  124.0MB 0 MB/s 0 Mbps

: — - Right Click
B Searchi ng fOr ™ Application Frame Host / 0%  O01MB  OMB/s  OMbps
' ' ] ColorWatcher 0.1% 11.3 MB 0 MB/s 0 Mbps
malicious End task

[W] COM Surrogate Resource values 3 0% 0.6 MB 0 MB/s 0 Mbps

p rocesses ] crashpad_handler.exe Provide feedback 0% 0.2 MB 0 MB/s 0 Mbps

@] crashpad_handler.exe Create dump file 0% 0.1 MB 0 MB/s 0 Mbps

[P CTF Loader Bl 0% 18MB  OMB/s O Mbps

Open file location

@] DAX API 0% 0.5 MB 0 MB/s 0 Mbps

> [m] DAXAPI Properties 0% 0.6 MB 0 MB/s 0 Mbps

[W] Device Association Framework ... 0% 0.1 MB 0 MB/s 0 Mbps
» [W] Fortemedia Service 0% 03 MB 0 MB/s OMbps

: >
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g Event Viewer

File Action View Help
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g Event Viewer (Local)
v [ Custom Views

¥ Administrative Events

Detection &
Analysis

New View MNumber of events: 492

Actions

“F Mumber of events: 492

Mew View

- T New View Level Date and Time Source EventID TaskC.. #||& Open Saved Log...
. v 5":""‘;_‘ "39‘ @, Information  1/5/2017 7:37:28 PM Micros.. 4624 Logen ¥ Create Custom View...
o \ §< / 1n doxx7s = S:c‘:'”c;"m @, Information _1/5/2017 7:37:28 PM Micros.. 4624 Logon Import Custom View...

] setup Filter Current Custom View X | Filter Current Custom...

i System Filter | XML Properties

Q Forwarded Ever| s

= . . ind...
5 L Applications and S L o .
O even tVW r . I I I S C _;j Subscriptions R Stine ¥ Save All Events in Cus...
Event level: [ Critical [] Warning [ Verbose Export Custom View..,
[1 Error [ Informatien Copy Custom View...
'
Attach Task To This C...
B Searching log ®byly  Eentiogs [y s
View
B: :
messages for O bysaues  snotsowes | -
Rename
Includes/Excludes Event IDs: Enter ID numbers and/or ID ranges separated by commas. To
ma :l_ W a_ r e exclude criteria, type a minus sign first. For example 1,3,5-99,-76 Refresh

Help

indicators .

|452474525_?040,4533 |

Task category: I

Keywords: I -

User: |<AII Users> |

Computer(s): |<AII Computers> |

Clear

hl 4624, Microsoft Win...

B

[End task
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Incident Response

® What should I do?

® [t depends: Yes
o Attack/Incident Type No
o Attack/Incident Severity M
It Depends

O Affected asset(s)
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Incident Response

® Containment: Limiting the impact of the incident while
preventing further damage

® Eradication: Remove the root cause of the incident from the
environment

® Recovery: Restore systems and operations to normal while
ensuring the threat does not reoccur
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Incident Response

® What went right? (Why?)

® What went wrong? Why?

® What could we have done
better?

® What 1s the roadmap to be
more prepared next timer

O More/better training/people?

O More/better tools?

O Better processes?

Knowledge | Community | Solutions



Incident Response
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Containment
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Analysis & Recovery Activity
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RENU

RENU-CERT

Email: cert(@renu.ac.ug
Website: https://cert.renu.ac.ug
Twitter: (@renu_cert
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Services

Incident Handling
Security-related Information
Dissemination
Cybersecurity Auditing
Filtering Services

eduVPN

Backup

Cybersecurity Training
...more on the way...


mailto:cert@renu.ac.ug
https://cert.renu.ac.ug/

